Who do you think
you’re talking to?
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Do you believe everything
you see on the internet?

Do you believe everything
you see on the internet?

Protecting yourself

Your digital tattoo
Handling people who say nasty
things
If someone wants to meet up

Your digital tattoo

•Don’t

put up stuff that makes you
or others look bad.

•Make

sure you know who can see
your stuff.

yourself.
Or better still, pick a good friend
and check on each other.

Three don’ts
Don’t use secret information
Look but don’t touch anything
Swap reports with each other but
don’t share them with anyone else

Do you always know what’s being shared?
In your family’s social media you may find…
Your full name

Your
Your
date
birthday
Your
of birth
age

The name of your first school Your favourite teacher
Your first pet

Your mother’s maiden name

Sharenting

Password checker

How the spies do it

Treat your password
like your toothbrush.

Don’t share it.
Change it now and then.

If you get a nasty
or hurtful message
DON’T DELETE IT.

If you get a nasty
or hurtful message
DON’T REPLY TO IT.

If you get a nasty
or hurtful message
SHOW IT TO AN ADULT
YOU TRUST.

SHOW IT TO AN ADULT
YOU TRUST.
Or if you can’t, you
could call Childline.
Calls are always free and
never listed on an itemised bill.

If you get a nasty
or hurtful message

IT’S NOT YOUR FAULT.

Never agree to
meet up with someone
you’ve only met online
without an adult you
trust.

INSTAGRAM TERMS: Our Rules if you want to use Instagram
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

11.
12.
13.
14.

You have to be 13 or over.
Don’t post anything showing violence, or that might make other people feel scared, or
any images that contain nudity.
Don’t use anybody else’s account without their permission or try to find out their login
details.
Don’t let anyone else use your account.
Keep your password secret.
Don’t bully anyone or post anything horrible about people.
Don’t post other peoples’ private or personal information.
Don’t use Instagram to do anything illegal or that we tell you not to.
If you want to add a website to your username, make sure you get permission from
Instagram first.
Don’t change anything about our website or applications, upload any type of virus or do
anything that might interfere with the way Instagram works. Don’t send us ideas on how
to improve Instagram.
Don’t use any type of software or robot to create accounts or access Instagram, and
don’t send spam or unwanted emails.
Read our Community Guidelines and obey them when using Instagram.
Don’t do anything that might affect how other people use and enjoy Instagram.
Don’t encourage anyone to break these rules.

We are not responsible for what other companies might do with this information. We will
not rent or sell your personal information to anyone else without your permission. When
you delete your account, we keep this personal information about you, and your photos,
for as long as is reasonable for our business purposes. You can read more about this in
our “Privacy Policy”. This is available at: http://instagram.com/legal/privacy/.
6.

Instagram is also not responsible for:
- Links on Instagram from companies or people we do not control, even if we send those
links to you ourselves.
- What happens if you connect your Instagram account to another app or website, for
instance by sharing a picture, and the other app does something with it or takes your
personal details.
- The cost of any data you use while using Instagram.
- If your photos are lost or stolen from Instagram.

7.

Although Instagram is not responsible for what happens to you or your data while you
use Instagram, we do have many powers:
- We might send you adverts connected to your interests which we are monitoring. You
cannot stop us doing this and it will not always be obvious that it is an advert.
- We can change or end Instagram, or stop you accessing Instagram at any time, for any
reason and without letting you know in advance. We can also delete posts and other
content randomly, without telling you, for any reason. If we do this, we will not be
responsible for paying out any money and you won’t have any right to complain.

YOUR RIGHTS AND OUR RIGHTS

- We can force you to give up your username for any reason.

1.

You have the right to feel safe using Instagram.

2.

Officially you own any original pictures and videos you post, but we are allowed to use
them, and we can let others use them as well, anywhere around the world. Other people
might pay us to use them and we will not pay you for that.

3.

You are responsible for anything you do using Instagram and anything you post, including
things you might not expect such as usernames, data and other peoples’ music.

8.

Although you do not own your data, we do own ours. You may not copy and paste
Instagram logos or other stuff we create, or remove it or try to change it.

4.

It will be assumed that you own what you post, and what you post does not break the
law. If it does, and you are fined, you will have to pay that fine.

9.

5.

Although you are responsible for the information you put on Instagram, we may keep,
use and share your personal information with companies connected with Instagram. This
information includes your name, email address, school, where you live, pictures, phone
number, your likes and dislikes, where you go, who your friends are, how often you use
Instagram, and any other personal information we find such as your birthday or who you
are chatting with, including in private messages (DMs).

You can close your Instagram account by logging into Instagram and completing this
form: https://instagram.com/accounts/remove/request/. If you do, your photos, posts
and profile will disappear from your account but if anyone has shared your photos or
personal details, or if we have used them ourselves for any reason, they might still appear
on Instagram. We will also keep all the data we already have from you and can use it as
explained in paragraph 5 above.

- We can, but do not have to, remove, edit, block and/or monitor anything posted or any
accounts that we think breaks any of these rules. We are not responsible if somebody
breaks the law or breaks these rules; but if you break them, you are responsible. You
should use common sense and your best judgment when using Instagram.

10. We can change these rules whenever we like by posting an update on Instagram,
whether you notice it or not.

Se#ng parental restric/ons on your child’s kit
If you’re viewing this on a screen, tap (or click) the appropriate icon below.
If you’re looking at this on paper, point your phone’s camera at the appropriate QR code and tap the link that appears.
Follow the instrucAons on the website exactly, in parAcular seCng the age of the child.
We recommend you set the device not to allow any apps or games to be installed without your permission.
Protect your seCngs with a strong password that is not known to the child.
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Setting apps for
maximum safety
NSPCC Net Aware guide

